AKTyanbHble ~ CMOCOObI  XWUWEHWA B chepe  MHMOPMALMOHHO-
TeIEKOMMYHUKALMOHHbIX TEXHO/IOM A

[MpaBOOXPaHUTE/IbHLIMK OpraHamy BCe Yalle PerucTpupyroTca  (PakTbl
COBEPLUEHNSI XULLEHWUA [EHEeXHbIX CPeACTB C JIMUEBbIX CYETOB rpaxiaH C
MCMONb30BaHMEM  COBPEMEHHBIX  MH(OPMaLMOHHO-TENEKOMMYHMKALMOHHbIX
TeXHONOruin.  T1oTepneBlWIMMN  CTAHOBATCA  >KUTEIM  perMoHa  pas/IMyHbIX
BO3PACTHbIX rpynn. TIpecTyrnHUKM MpU  COBEPLUEHUN XMLLEHWIA MOCTOSHHO
COBEPLUEHCTBYIOTCH, MNPUAYMbIBAA HOBblE CMOCOGbI, NPM  3TOM  aKTUBHO
NCNOMb3YHT NHTEPHET-pecypCbl, TOProBble MIOLLAAKNA, BO3MOXXHOCTU LM(POBOWA
TeneoHuun.

YT0Obl He MoONacTb Ha YNOBKN MOLLUEHHWKOB HEOOXOAUMO KaXKAOMY 3HATb,
KakyM 06pa3oM COBEpLUAtOTCA MPeCTYNIeHUs U YTO HU B KOEM C/lyyae He CTOUT
nenatb. Kak cebs BecTu ecnv Bam NO3BOHWA HEWU3BECTHbIN W, NpeACTaByBLUNCD
COTPYAHUKOM  KPeAUTHO-(PMHAHCOBOTO  YUpeXxaeHns, TpebyeT MepcoHasbHble
[aHHble Balleil 6aHKOBCKOW KapTbl? Kak 06e3onacutb cebsi nNpu COBEPLUEHWUN
MOKYMOK NM60 Npofax ToBapa Yepe3 NIHTepHeT?

Ha cerogHsWwHWin [eHb Hanbosee 4acTO BCTpevaloTCcs  Chefyrouime
CMocobbl coBepLUeHNS AUCTAHLUMOHHBIX XMLLEHWIA:

1 XWULLEHNE COBEPLLEHO C MCMOMb30BaHWEM CpeAcTB 1P-TenetioHnM u
Tene)OHOB  COTOBbIX  OMEpaTopoB  MOA  MPEeAsioroM  NpeaoTBpaLLeHus
HeCaHKLMOHMPOBAHHOIO CrncaHus AeHEeXHbIX CPeAcTB, O(OPMIIEHUS KpeauTa,
610KMPOBKM 6aHKOBCKOI KapTbl, COXPaHEHUS AEHEXHbIX CPEACTB Ha «Pe3epPBHOM
CUéTe.

[MpecTynHWK BBOAMWT >XEPTBY B 3a0My)XXAeHMe C MOMOLLbH0 METOLOB Tak
Ha3bIBAEMOWN «COLMANIbHOW MHXEHEPUW», NoNyYast PEKBU3NTbI GAHKOBCKOM KapTbl
N ofgHopasosble Koabl B CMC, co3faHHble An1d UaeHTU(OMKaLUA uua B CUCTEMe
ANCTaHUMOHHOIro 6aHKOBCKOro 00CNY)XMBaHWUA, Kak Bfagenbla, M60 3acTaBniseT
MoTepreBLLUero yCTaHOBUTbL MporpamMmMbl yaanéHHOro gocrtyna «Teat - Yielyer»
nnn «Anylesk», pacnopsXaerca MMELWMMNCA Ha NINLEBOM CYETE AeHEXHbIMU
CpefCTBaMK, Kak MpaBwsio MepeBOAs MX Ha MOLKOHTPO/bHbIE CYETa, WMCMOMb3yS
pa3/InyHble NATEXHbIe CePBUCHI, 3/IEKTPOHHbIE KOLLENbKU M HOMepa Tene(oHOB
OnepaTopoB COTOBOW CBA3MN.

B gaHHOM cny4dae Heob6xoguMo HeMef/IeHHO MpPeKpaTuUTb PasroBop,
MO3BOHWUTbL MO HOMepY «rops4ver JSIMHUW» 6aHKOBCKOr0O YyuypesefeHus, B
KOTOPOM odhopmsieHa Balua 6aHKoBCKas KapTta, /inbo NIMYHO MOCeTUTb Ogmc
6aHKa 1 NonHTepecoBaTbCA MO NOBOAY COMHUTENbHbIX MEPeBOAOB.

3anomHuTte! CoTpygHMKM 6aHKa HMKorga no TenedoHy He OyayT
cnpawuvBaTb MepCcoHasIbHble AaHHble 6aHKOBCKMX KapT, TeM 0ofiee Kof U3
CMC. He cyulecTByeT TakKoro Buaa COXPaHEHWs CPeACTB, KakK BHeceHue
Ha/IMYHOCTU Yepe3 TepMUHaN Ha «pPe3epBHbIN» CYET IM60 MepeBof Ha
abOHEHTCKMIA HOMep. HM B KOoem criydae He nepefaBaiiTe MepcoHaslbHbIe
NaHHble CBOEN 6aHKOBCKOW KapTbl, He yCTaHaB/IMBalTe B CBOEM CMapT{oHe
B0 KOMMbIOTEPE KaKne-nnmbo nporpamMmMbl Mo NpPocbbe HEM3BECTHOIO /iULA.

2. XULLEHNe COBEPLUEHO MOCPeACTBOM TeNeOHHOrO 3BOHKA MoJ, BUAOM
nokynartens fvMb0 npofasua Mo pasMewgéHHOMY OO0BbABNEHUIO Ha TOProBbIX
nnoLaaKax cantoB «ABUTO», «KOna» u T.1.



[MpecTynHUK BBOAMT XepTBY B 3a0/yXKAeHWe, MOACHAS, 4YTO B CBA3N C
HaxoXxaeHneM 3a npegenamm OpeHOYprckor 06n1acTu, MMYHO MnepefaTb AeHbrn He
MOXET W npefnaraet OCYLIECTBUTbL CAENKY [AUCTaHUMOHHO. [lna 3Toro, Kak
NpaBwo, Nnua Nepexogat ANA OOLeHWs B MeCCeHKepbl, vaule « M a3App»,
[0roBapuBaroTCsA 0 MnonyyeHUn (OTNpaBke) ToBapa C MOMOLLUBK CMY)KO AOCTaBKM
(Ayiio —fioctaBka, CBEK, Boxberry v T.M.), NPeCTyNHUKW CKNAbIBAIOT MHTEPHET
- CCbINIKY Ha (PuLKNHroBble (MOAAeNbHbIE) CaiTbl, Ie XXepTBa BHOCUT PEKBU3UTDI
6aHKOBCKOW KapThbl.

3anomMHuTe! Toproeble MOWALKM OCHALLEHbl CUCTEMOW 3aliUTbl OT
COMHUTE/IbHbIX Ornepatnii No nepeBoy CPeACTB, NO3BO/AOLLLEN 6/10KMPOBaTh
pas3finyHble CCbINKW, MO03TOMYy eciv Bac nokynatens/npofasel, MNpocuT
NepenTn K OOLLUEHMIO B MEeCCEHKepe M KWUAaeT CCbIIKY, TO 3TO MepBbIi
TPEBOXHbIN CUIHa/1 K TOMY, 4YTO Bac XOTAT 06MaHyTb. 3a4acTyro CCbIIKWU,
OTnpas/isieMble MPECTYNMHMKaMW, MO0 Ha3BaHMIO MOryT ObITb CXOXW C
Ha3BaHMAMM pas3IMYHbIX KOMMaHWWA MO0 [OCTaBKaM ToOBapa, [faxe C
HasBaHMAMW CaMUX TOProBbIX MNNOWAL0K. He nepexoanTe MO CCbl/IKaM,
OTnpaB/fieHHbIM HEM3BECTHLIMU NNLLAMMW.

3 XWLLeHe COBEpLUEHO MOCPeACTBOM Tene)OHHOro 3BOHKA MOA
Mpeaorom Bblgayun Kpeantos (3aiMOoB).

B paHHOW cuTyaumu, [0 COBepLUEHWS NPEeCTYNJIeHNs, MoTepneBLUnii
CaMOCTOATE/IbHO HaxXOAUT NPEeA/IOXKEeHUA B WHTEPHET cpede O NpefocTaBfieHUu
KpeamTa, Meperias Ha «(ULLUMHIOBbLIN» CaiiT, OCTaBNsSET CBOM KOHTAKThI.
3N0YMbILLNEHHWUK, NOJ BUAOM PaboTHMKA KPeAUTHOrO YUpeXaeHus, CBA3bIBaeTCA
C )KEPTBOM, BbIMAHMBAET PEKBU3UTbI KapTbl MOL NPeAI0roM onnarbl KOMUCCUN Y
pacropskaeTcs feHbraMmu Yepes NMoLKOHTPOSIbHbIE GAHKOBCKME CYeTa.

B faHHOM cnyyae Hajo 3HaTb, YTO BeAsA MeperoBopbl MO Tenied)oHy Mo
NMOBOLY AOCTaBKW KPeAUTHbIX [eHEeXHbIX CPeACTB M 3apaHee onsavnBas
yCnyrm Kypbepa, CymMMy 3a CTpaxoBaHMe W OTKPbITUe CcuyéTa, 6e3
NOKYMEHTA/IbHOr0 MOATBEPXAEHUA, Bbl puckKyeTe ocTaTbCA 06e3 [eHer.
Camblii HagEXHbI CNocob MoNyyYeHUA KpeauTa - 3TO JIMYHOE MOoCeLleHme
baHKa.

4, XWLLEHNE COBEPLUEHO C WCMO/b30BAHNEM «(ULLNHIOBbLIX CATOB» B
ceTn V/IHTepHeT.

Kak npaBuno 310 «/[BOWHWKW» CAlTOB MNpPOAaX aBMabuneToB, CailToB
WHTEPHET - MarasvHoB  ObITOBOW  TEXHWKM,  3/MeKTPOOOOpYyAOBaHUA U
3N1EKTPOMHCTPYMEHTOB. Pa3nnyaTbCs Takume CaiTbl OT HACTOALUMX MOTYT B OfHY
OykBy MM UMppy. [OMeHbl TakMX CalTOB 0ObIMHO 3aperucTpupoBaHbl 3a
npegenamun Poccuiicko degepaumm.

HeobxoguMo MOMHUTL M 3HATb, 4YTO CaMblil Ha4éXHbIA CNocob
nprobpeTeHNa OUIETOB - 3TO Kacca asporopra, XenesHoJopPOXKHOro
TpaHcropTa. Ecnn >ke Bbl pewmnn Kynutb 6uUneT B CeTU WIHTepHeT, TO
HeoOX0AMMO BHUMATE/IbHO U3YUNTb CalT, MOYNTATb OT3bIBbI.

5 XWLLEHNe COBepLUeHO C WCMOoMb30BaHMeM cetu  VIHTepHeT B
coumanbHbIX ceTax («OpHoKNacCHMKM», «BKoHTakTe», «l/IHCTarpamMm»), B TOM
yucne NyTém B3NOMa CTPaHWLL.

B aTo cuTyaumMu MpOCNEeXMBAETCA  3aKOHOMEPHOCTb: B
«O[HOKMACCHMKAaX» XXepTBaMM CTaHOBATCA NMLA MOXMIOro Bo3pacTa, Npesiorom



ABNAETCA MHMMas BbInsara BCAKOro poga komneHcauuin (HAC, gonnatbl K neHcum
N 1.N.). BO «BKOHTaKTe» 3/10YyMbILLIEHHNKOM B3/1aMbIBAETCA CTpaHuLa CBA3EN
MoTepreBLUEro U OT UX WMMeHW, MyTEM Mepenuckn, 3anpalivBatoTCA [LeHeXHble
cpeacTea B [O/T, C YKa3aHMEM PEKBU3MTOB OGAHKOBCKOW KapTbl. B coumanbHoOR
ceTn «MHCcTarpamm» pacnpocTpaHeHbl TaK Ha3blBaeMble WHTEPHET - CTpaHuLbl
NpoAaX BeLlew, rae nof BUAOM CAENMKW NPECTYNHUKWN 3aBMafeBatoT PEKBU3UTAMU
6aHKOBCKMX KapT /MO0 BbIHY)XAAOT BHECTM Mpedonnarty 3a ToBap W He
MCMOMTHAKOT CBOMX 0643aTe/bCTB.

Ecnn Baw 3HaKOMbI B COLMa/IbHOM CETU MPOCUT AeHbIN B A0,
HeoOX0AMMO CBSA3aTbCA C HUMM MO TenedoHy, NMG0 Yyb6eanTbLCA B XOf4e
NnepenncKn, 4To ¢ Bamu 06LLI@ETCA MMEHHO OH, & HE MOLLEHHUK, Y KOTOPOro B
NOMb30BaHUN HAXOAUTCA B3/IOMaHHasi CTpaHuLa 3HaKoOMOro.

6. XULLEHNe COBEPLUEHO MOCPEACTBOM TefleDOHHOro 3BOHKA, MOA
MpPes/sioroMm OCBOOOXAEHUA POACTBEHHMKA OT Yro/IOBHOM OTBETCTBEHHOCTW.
[MpecTynHMKM 3BOHAT, Kak Npasu/io, Ha AOMalLHWe TenedOHbl, NPeACTaBATCA
COTPYAHMKaMM MPaBOOXPaHUTE/IbHbIX OPraHoB, AOBOAAT NOXHYH MHMOPMaUMIO O
TOM, YTO POACTBEHHUK cobeceAHMKa SKoObl nonan B 6egy (AT, coun yenoseka,
n3bun Koro-nnbo v T.n.). B faHHOM cfiyqae MpPecTYMHUKW MpegiaratoT peLumnTb
BONPOC, A/ 4ero TpebyeTcs oOnpefeneHHas CyMMa [eHer, KOTOpyH B
nocnegyrowiem 3abupatroT 4epe3 TakKCUCTOB, /MO0 npegnaralT  3a4UCIUTb
[EHEeXHble CpefCcTBa Ha GaHKOBCKUE PEKBU3UTHI.

ByabTe BHUMaTeNbHbLI!  Tlpyv  nocTynieHMM NOLO6HbIX 3BOHKOB,
HEeCMOTPS Ha yroBopbl NPECTYMHUKOB 0 TOM, YTO He CTOUT 3BOHUTb HUKOMY,
HeMe/IeHHO CBSXKMUTECh C POACTBEHHMKOM, KOTOPbIV rnonas B «6efy».

B pasroBope coxpaHsiiTe CMOKOWCTBME W HE Ha3blBailTe [aHHble
POACTBEHHNKA, CKaXKUTE HEW3BECTHOMY, 4TO OyaeTe Mo fJaHHOMY (hakTy
obpaLlaTbCs B MpaBoOXpPaHUTeNIbHbIE OpPraHbl.

7. XULLEHNe COBEPLLEHO MOJ BUAOM NPeAOCTaB/IEHNA Pa3/INYHbIX YCYT,
Hanpvmep No oPOPMIEHNIO LOKYMEHTOB 415 TPYA0YCTPOMCTBA.

[aHHble MpecTynneHns COoBepLIalTCs B pe3y/bTaTe pasMeLLleHns Ha
NHTEPHET-CainTax MO MpefoCTaB/IEHMIO YCIyr OObSABMEHWIA MO  CneynanbHo
3aHWKEHHON cToMMOCTWM. B pesynbrate nocneaylowero obmaHa >KepTBbl
MOLLUEHHMKOB NEepeyncnaioT 3a4aToK b0 BCHO CYyMMY, He Nnosyyas pesy/brarta.

3anomMHuUTe! HM B KoemM cfniydae He CTOUT NepedncnaTb [eHeXHble
cpefcTBa, He yb6eAuBLUMCL B TOM, 4YTO Ha CaMOM fefle CyLIeCTBYeT
opraHusauus, ycayramm KoTopo Bbl xoTuTe BOCnonb3oBaTbCcA. [poBepbTe
opraHusauuo nNyTémMm MOHUTOPUHra cetu VIHTEpHeT, novnTainTe OT3biBbl,
nonpobyinTe cBA3aTbCA C MPEACTaBUTENSAMUA W MOMHTEPECYNTECh, KaKuUM
BUAOM  [eATe/IbHOCTM  3aHMMAeTCA  opraHusauuss U Kakue  yCnyru
npesocTaBseT.

8 XULLEHUN, COBEPLUEHO MOCPEACTBOM CETU VIHTEpHET MnoA npea/siorom
OKa3aHUA MacCaXMPCKUX YCNyr 4yepe3 cepeucC (MPUIOXKEHUE) MO  MOUCKY
nonyTunkos «BlaBlaCar:

[aHHble NPecTynneHnss COoBepLlaloTCA B pe3y/nbTare  pasMeLLeHuns
00bABMEHNS Yepe3 MPUoXKeHWe. [na 3TOro nvua, Kak npaswio, Nepexogat ans
o6LeHns B MecceHmkep «MYbasApp», TAe B XOA4e Meperncky MpecTynHUK



CKMAbIBAET CCbIIKY [Ana onnatel AMbo 6GpOHMPOBaHMS MNOE3AKM, MNpoias no
KOTOPOW YKepTBa BHOCUT PEKBU3NTbI BAHKOBCKON KapTbl.

Heo6xoaMMo MOMHUTb W 3HaTb, UTO cCambll  HaOé&XHbI cnocob
NnepeaBYKEHNSA —3TO NepeSBUXKEHME HA TPAHCMNOPTe, MO KYMNJIeHHbIM 6unetam
B Kaccax asporiopTra, >Xefe3HOoLOPOXHOro M aBTOoBOK3asnax. Ecnv ke Bbl
peLmnn BOCMNONb30BaTLCA CEPBUCOM MO MOUCKY nonyTymkoB «BlaBlaCar»,
TO HeobXoAMMO NepefaBaTb AeHbIM 3a Moe3fKy TOIbKO M3 PYK B PYKWU MNpu
BCTpeYe B aBTOMOOW/IE NN MO NPUBLITUIO K MECTY Ha3Ha4YeHus.

9 XWLLeHMe, COBEPLUEHO nocpeAacTBOM  ceTU  WVIHTepHeT, nNyTém
pasMeLLeHna nHopMaLMn 0 NpeaocTaBIeHUn YCnyr gocyra.

B [faHHOW cuTyaumu, [0 COBepLUEHWS MPeCcTyn/eHns, noTepneBLUnii
CaMOCTOATE/IbHO HAXOAWT MNPeL/OXeHUs B WHTEpPHeT-Cpefe O MpefoCTaB/ieHNM
[aHHbIX YCNyr. >XepTBa CBS3bIBAETCA C 3/10YMbIWIEHHUKOM MO YKa3aHHbIM
abOHEHTCKMM HOMepam W Mof npeasioraMy onatbl YCiyr, CTPaxoBKW NepeBoanT
[EHEXHble CPeACcTBa Ha YKasaHHble cyeTa MoCpeiCTBOM MOOM/IbHOTO 6aHKa Wnn
TepMuHaia onnarbl.

He cTouT nonb3oBaTbCA JaHHbIMW BUAAMW YCnyr, T.K. opraHusauus
[AaHHOro BuAa AesATeNIbHOCTW 3arnpelleHa Ha Tepputopun PP n BrieyeT 3a
c000I aiMNHUCTPATUBHYHO W1 YIOIOBHYH OTBETCTBEHHOCTb.

10.  XuuleHre COBepLUEHO MOCPeACTBOM CETU IHTEpHET NoA Npessiorom
3apaboTKa Npu «mrpe» Ha GrpxKe, MHBECTUPOBAHNS.

[aHHble NPecTyn/ieHNs COBEPLUAIOTCA B pe3y/ibTaTe NMoucka noTepresLlMmn
[ONONMHUTE/ILHOTO MCTOYHMKA AoXofa. Kak npaswio, noTepriesLune OCTaB/sAOT B
CETU WHTEepPHeT 3afBKYy Ha pPerucrpauuio u CnycTs HEeKOTOpPOe BPeMs UM
nepe3BaHMBaET 3/10YMbILL/IEHHMK, KOTOPbIA Npea/iaraeT co3fatb SIMUHbIA KabUHET
Ha nnatopme OAHON M3 OMPXK NGO MepPevncnUTb [EHEeXHble CpeacTBa A/is
WHBECTUPOBaHUSA, a Takxke YybexaaeT MnoTepreBllero YCTaHOBUTb MPOrpammbl
yOanéHHoOro focrtyna «Teaw - Ywoayer» unm «Anybesk» € UeNblo 0KaszaHWA
«MOMOLLUM» W KOHTPONA 3a /IMYHbIM KabMHETOM noTepnesLuero. [llocne 4yero
XepTBa MO  B/AMAHMEM  3/I0YMbILJIEHHWKA CUCTEMATUYECKU  MepeyvncnseT
[EHEeXHble CpeAcTBa pas/IMYHbIMM  CyMMa Ha JIMLEBON CYET, KOTOpPbIN
oToOpaXKaeTca B J/IMYHOM KabuHeTe OMpXM /1M60 Ha OaHKOBCKME KapThbl
MOLLEHHMKOB, AyMasi, YTO UHBECTUPYET [eHeXHble CPeACTBa. 3/10YMbILWIEHHVK, B
CBOKHO O4epefb, 3aKpblBaeT AOCTYN K /IMYHOMY KabUHeTy W MOTeprneBLUNA He
MOXET BbIBECTU [aHHble [eHeXHble cpeacTBa. s 3TOro ero yb6exgawT B
HeobX0AMMOCTM BHECEHUS AONONHUTE/IbHOW CYMMbI [JEHET.

Ecnv Bbl BCe - Taku pelunnn 3apabotatb AaHHbIM BULOM, TO creayeT
urpatb Ha MNPOBEPEHHBbIX OMpPXKaxX, a TakKXke [0/1b30BaTbCA YCyramu
NPOBEPEHHbIX LY, (6POKepoB), 3aHUMAKOLWMXCA AaHHOW [AeATeSIbHOCTbHO.
Takoke cnefyet 0co3HaBaTb PUCK MNOTEPU CBOUX LEHEXHbIX CPeACTB MpU uUrpe
Ha 61pXKe, NHBECTUPOBAHNK, B TOM YUC/IE OYEeHb KPYMHbIX CyMM.

CT. nomoLHMK npokypopa r. HosoanTaricka HaiguHa E.H.



